
l Suppo rts a dire ct de vice - to -clo ud co n n e ctio n via th e
Micro s o f t® A z ure ® s o f tware I o T H ub with o ut re quirin g an y
additio n al h ardware

l R e mo te ly pro vis io n an d co n f ig ure Cre s tro n ® de vice s with in
a ph ys ically-de f in e d ro o m

l A pply ch an g e s to multiple de vice s at o n ce by o rg an iz in g
th e m in to g ro ups an d s ubg ro ups

l U pdate f irmware an d co n f ig ure s e ttin g s f o r multiple
de vice s s imultan e o us ly

l Sch e dule actio n s s uch as pro g ram lo ad, f irmware update s ,
an d re bo o ts f o r a f uture time , in cludin g re curre n ce patte rn s

l Claim h un dre ds o f de vice s to th e clo ud be f o re in s tallatio n
l Track acco un t us ag e an d ch an g e s with clo ud audit lo g s
l Co n f ig ure s uppo rte d th ird-party de vice s with in Cre s tro n -

in te g rate d ro o ms
l Co n f ig ure s uppo rte d th ird-party de vice s o uts ide o f a

Cre s tro n s ys te m via th e Cre s tro n X iO  Clo ud™ G ate way
s o f tware

l Se n d po we r o n an d po we r o f f co mman ds f o r s uppo rte d
th ird-party de vice s

Th e X iO Clo ud® s e rvice is an I o T ( I n te rn e t o f Th in g s ) bas e d
platf o rm f o r re mo te ly pro vis io n in g , mo n ito rin g , an d man ag in g
Cre s tro n ® de vice s an d s uppo rte d th ird-party de vice s acro s s an
e n te rpris e o r an e n tire clie n t bas e . Built o n th e Micro s o f t®
A z ure ® s o f tware platf o rm an d utiliz in g Micro s o f t' s
in dus try-le adin g A z ure I o T H ub te ch n o lo g y, X iO Clo ud e n able s
in s talle rs an d I T man ag e rs to de plo y an d man ag e th o us an ds
o f de vice s in th e time it pre vio us ly to o k to man ag e jus t o n e .
U n like o th e r virtual mach in e -bas e d clo ud s o lutio n s , A z ure
s e rvice s pro vide un limite d s calability to s uit th e e ve r-g ro win g
n e e ds o f an e n te rpris e .

X iO  Clo ud s uppo rts a dire ct de vice - to -clo ud co n n e ctio n via th e
A z ure I o T H ub with o ut re quirin g an y additio n al h ardware . Th e
s e rvice allo ws f o r dire ct in te g ratio n with Cre s tro n ' s g lo bal
man uf acturin g an d lo g is tics n e two rk, allo win g de vice s to be
co n f ig ure d be f o re th e y are s h ippe d to th e in s tallatio n s ite .

W h e re o th e r clo ud man ag e me n t s o lutio n s are f o cus e d o n a
n arro w s e t o f de vice s an d f un ctio n s , X iO  Clo ud brin g s th e
e f f icie n cy o f clo ud man ag e me n t to do z e n s o f de vice mo de ls —
ran g in g f ro m co n f ig ure d U C s o lutio n s to cus to m-pro g ramme d
co n tro l s ys te ms —all in a s in g le in te rf ace . Suppo rt f o r n e w
de vice s is made available via f irmware update s .

L ice n s in g
Th e ro o m-bas e d lice n s in g mo de l is s imilar to a traditio n al
h ardware purch as e mo de l:  purch as e a s pe cif ie d n umbe r o f
ro o m lice n s e s , an d th e X iO  Clo ud s e rvice will run th e n umbe r
o f ro o ms purch as e d. A ll ro o m-bas e d lice n s e s are bille d
mo n th ly.

l To s tart with ro o m-bas e d lice n s in g , purch as e o n e
SW -X I O C-EM En dpo in t Man ag e me n t lice n s e f o r e ach
ro o m in th e acco un t. Th e En dpo in t Man ag e me n t lice n s e
pro vide s man ag e me n t an d co n f ig uratio n f un ctio n ality f o r
all de vice s in a s in g le ro o m, in cludin g co n f ig urin g
s uppo rte d th ird-party de vice s with in th e X iO Clo ud
e n viro n me n t.

l A dditio n al lice n s e s can be purch as e d to e n able e x tra
lice n s e d f un ctio n ality f o r th e acco un t:
o Th e SW -X I O C-S Suppo rt lice n s e pro vide s s uppo rt an d

mo n ito rin g f un ctio n ality f o r all de vice s in a s in g le
ro o m, in cludin g s uppo rte d th ird-party de vice
mo n ito rin g with in th e X iO  Clo ud e n viro n me n t.

o Th e SW -X I O C-A PI  R EST A PI  lice n s e pro vide s acce s s
to th e X iO  Clo ud R EST A PI f o r ro o ms with in an
acco un t. A  R EST A PI  lice n s e mus t be purch as e d f o r
e ach ro o m in th e acco un t to us e th is f un ctio n ality.

l A ll purch as e d ro o m-bas e d lice n s e s are adde d to a
cus to me r' s lice n s e po o l an d can be adde d to , re mo ve d
f ro m, o r tran s f e rre d be twe e n ro o ms dire ctly f ro m th e
co n f ig uratio n us e r in te rf ace .

N O TE:  A s o f th e July 2 0 2 0 re le as e o f X iO  Clo ud, all n e w
acco un ts mus t us e th e ro o m-bas e d lice n s in g mo de l. Ex is tin g
X iO Clo ud acco un ts may co n tin ue to us e de vice - bas e d
lice n s e s ( SW -X I O C- S an d SW -X I O C-P s e rie s ) o r can be
s witch e d o ve r to ro o m-bas e d lice n s e s at an y time .

Th ird-Party De vice I n te g ratio n
X iO  Clo ud pro vide s th re e dif f e re n t me th o ds f o r co n f ig urin g
an d mo n ito rin g s uppo rte d th ird-party de vice s with in th e
s e rvice : 1

N O TE:  A n SW - X I O C-EM En dpo in t Man ag e me n t lice n s e is
re quire d to co n f ig ure th ird-party de vice s with in X iO  Clo ud.
A n SW - X I O C-S Suppo rt lice n s e is re quire d pe r ro o m to
mo n ito r th ird-party de vice s an d re ce ive ale rts .
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l Suppo rte d th ird-party de vice s th at us e th e Cre s tro n
Co n n e cte d® co mmun icatio n s pro to co l can be claime d to
th e X iO  Clo ud s e rvice dire ctly with o ut re quirin g a Cre s tro n
co n tro l pro ce s s o r.

l Suppo rte d th ird-party de vice s with in Cre s tro n -in te g rate d
ro o ms can be mo n ito re d us in g th e Cre s tro n Drive rs
f rame wo rk, in cludin g pro je cto rs an d dis plays , cable an d
s ate llite bo x e s , s tre amin g me dia playe rs , Blu-ray Dis c®
playe rs , vide o co n f e re n cin g de vice s , an d o th e rs .
A  3 -Se rie s ®, 4-Se rie s ™, o r Cre s tro n Virtual Co n tro l
( VC-4)  co n tro l s ys te m can f un ctio n as th e g ate way,
re quirin g o n ly th at th ird-party de vice s are adde d to a us e r
pro g ram run n in g o n th e co n tro l pro ce s s o r. A f te r claimin g
th e co n tro l pro ce s s o r to th e X iO  Clo ud s e rvice , th e de vice s
will appe ar auto matically an d n e e d o n ly to be claime d to a
lice n s e d ro o m to s tart mo n ito rin g .

l Suppo rte d th ird-party de vice s e x te rn al to a Cre s tro n
s ys te m can be mo n ito re d us in g th e s tan dalo n e Cre s tro n
X iO  Clo ud G ate way s o f tware . Cre s tro n X iO  Clo ud
G ate way s o f tware pro vide s th e f o llo win g mo n ito rin g
capabilitie s :
o Mo n ito r Eth e rn e t de vice s o ve r Pin g
o Mo n ito r Eth e rn e t s e rvice availability o ve r TCP po rt

mo n ito rin g
o Mo n ito r s witch e r de vice s , dig ital s ig n al pro ce s s o rs ,

an d po we r co n tro lle rs o ve r SN MP
o Mo n ito r all de vice s o ve r an Eth e rn e t A PI  us in g th e

Cre s tro n  Drive rs f rame wo rk

Cre s tro n X iO Clo ud™ G ate way s o f tware is
do wn lo adable s o f tware th at adds f e ature s to th e X iO
Clo ud® s e rvice2 . Cre s tro n X iO Clo ud G ate way s o f tware
f un ctio n ality re quire s an X iO Clo ud s ubs criptio n , s ubje ct
to th e te rms o f th e Cre s tro n Clo udware L ice n s e 3.

l Po we r o n an d po we r o f f co mman ds can be e x e cute d f o r
all th ird-party de vice s th at s uppo rt th is f un ctio n ality.

Spe cif icatio n s
Clo ud- Bas e d Se rvice

N o Spe cial Po rts o r Pe rmis s io n s R e quire d
X iO  Clo ud re quire s n o s pe cial po rts o r pe rmis s io n s to de plo y
o n an e n te rpris e n e two rk.

R e al- Time Co mmun icatio n
X iO  Clo ud is able to co mmun icate with de vice s in re al time in
bo th dire ctio n s .

G lo bal Se rvice with L o cal R e dun dan cy
X iO  Clo ud is a wo rldwide s e rvice th at is available g lo bally but
with lo cal pe rf o rman ce an d re dun dan cy.

Multite n an t H ype rs cale Clo ud
X iO  Clo ud is a multite n an t h ype rs cale clo ud, wh ich allo ws an

e n te rpris e to de plo y th o us an ds o f de vice s with in min ute s f ro m
an y lo catio n at an y time .

Firmware

U pdate Firmware
Firmware o n o n e o r mo re de vice s can be update d f ro m X iO
Clo ud by s e le ctin g th e de s ire d f irmware ve rs io n .

Sch e dule Firmware U pdate s
Firmware update s can be s ch e dule d f o r a f uture time .

De vice Co n f ig uratio n an d Man ag e me n t

Co n f ig ure Se ttin g s f o r O n e De vice
Se ttin g s f o r a de vice can be co n f ig ure d in th e clo ud e ve n
be f o re th e de vice h ardware is re ce ive d.

Co n f ig ure Se ttin g s f o r Multiple De vice s
Se ttin g s f o r a g ro up o f de vice s can be co n f ig ure d in th e clo ud,
allo win g co mmo n s e ttin g s to be co n f ig ure d o n ly o n ce in s te ad
o f re pe atin g th e update o n e ach de vice .

L ice n s e Man ag e me n t
L ice n s e s f o r de vice f e ature s can be adde d, re mo ve d, o r
tran s f e rre d be twe e n de vice s .

R e mo te R e bo o t
O n e de vice o r a g ro up o f de vice s can be re bo o te d via th e clo ud
in te rf ace .

Sch e dule d A ctio n s
A ctio n s s uch as pro g ram lo ad, f irmware update s , an d re bo o ts
can be s ch e dule d f o r a f uture time ( in cludin g re curre n ce
patte rn s ) .

L o ad an d Man ag e Co n tro l Sys te m Pro g rams
Co mpile d pro g rams can be adde d to a pro g ram library th e n
lo ade d to a co n tro l s ys te m. Ve rs io n man ag e me n t f un ctio n s
allo w all de vice s to be update d to th e n e we s t ve rs io n o r ro lle d
back to a pre vio us ve rs io n o f th e pro g ram co de .

Mo n ito rin g

A ctivity L o g
Eve ry ch an g e made via th e clo ud is lo g g e d f o r auditin g ,
in cludin g wh e n th e ch an g e was made , wh o made th e ch an g e ,
an d th e n ature o f th e ch an g e .

Mo n ito r Th ird- Party De vice s in Cre s tro n Sys te ms
Mo n ito r s uppo rte d th ird-party de vice s with in a Cre s tro n
s ys te m us in g th e Cre s tro n Drive rs f rame wo rk, in cludin g
pro je cto rs an d dis plays , cable an d s ate llite bo x e s , s tre amin g
me dia playe rs , Blu-ray Dis c® playe rs , vide o co n f e re n cin g
de vice s , an d o th e rs .

Mo n ito r Ex te rn al De vice s via Cre s tro n X iO  Clo ud™ G ate way
So f tware
Mo n ito r s uppo rte d th ird-party de vice s th at are n o t co n n e cte d
to a Cre s tro n s ys te m via th e add-o n Cre s tro n X iO  Clo ud™
G ate way s o f tware , wh ich is in s talle d o n to a L in ux s e rve r. Th e
X iO  Clo ud G ate way s o f tware can mo n ito r de vice s o ve r th e
Cre s tro n  Drive rs f rame wo rk, Pin g , TCP, an d SN MP.
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U s e r Man ag e me n t

L o cally-Pro vis io n e d U s e rs
U s e rs can be cre ate d an d re mo ve d with in th e X iO Clo ud
s e rvice .

R o le -Bas e d A cce s s
U s e rs can be g ive n dif f e re n t le ve ls o f acce s s bas e d o n th e
g ro up o f de vice s , in cludin g re ad o n ly, re ad/write , an d
admin is trato r acce s s le ve ls .

H ide G ro ups f ro m Ce rtain U s e rs
De vice g ro ups may be h idde n f ro m ce rtain us e rs s o th at o n ly
th e appro priate us e rs h ave acce s s to s pe cif ic de vice s with in an
e n te rpris e .

Sin g le Sig n -O n
X iO Clo ud can be in te g rate d with co mmo n SSO s e rvice s s uch
as Micro s o f t® A ctive Dire cto ry® an d O kta® s e rvice s f o r s in g le
s ig n -o n us in g co rpo rate cre de n tials .

I n ve n to ry

Claim Sin g le De vice
De vice s are adde d to X iO Clo ud f o r man ag e me n t by e n te rin g
th e MA C addre s s an d s e rial n umbe r o f th e de vice .

Claim Multiple De vice s
H un dre ds o f de vice s can be claime d in bulk by us in g a CSV f ile
o f MA C addre s s -s e rial n umbe r pairs in s te ad o f claimin g e ach
de vice in dividually.

O rg an iz e De vice s by G ro up
De vice s can be o rg an iz e d with in a h ie rarch y o f g ro ups an d
s ubg ro ups s o a s in g le ch an g e can be applie d to multiple
de vice s .

Do wn lo ad I n ve n to ry CSV File
Th e e n tire in ve n to ry o f de vice s , in cludin g MA C addre s s , s e rial
n umbe r, an d lo catio n with in th e g ro up tre e , may be
do wn lo ade d.

Claim an d N ame Multiple De vice s
De vice s can be re n ame d wh e n claime d in bulk by addin g an
o ptio n al th ird de vice n ame f ie ld to th e CSV impo rt f ile .

U n claim De vice s
De vice s can be re mo ve d f ro m th e po rtal, wh ich o pe n s up th e
s lo t to a dif f e re n t de vice .

Clo ud U s e r I n te rf ace

Dis play Ke y A cco un t I n f o rmatio n to U s e r
U s e rs can vie w ke y acco un t in f o rmatio n , in cludin g e x piratio n ,
de vice co un t, an d lice n s e d f un ctio n ality, at an y time .

N e w Fe ature N o tif icatio n
A po p-up me s s ag e win do w te lls us e rs abo ut n e w f e ature s
th at h ave be e n adde d to th e s e rvice with e ach re le as e .

Mo de l
SW - X I O C-EM
X iO  Clo ud® Pro vis io n in g an d Man ag e me n t Se rvice , En dpo in t
Man ag e me n t L ice n s e f o r o n e ro o m
N o te s :

1. Th e le ve l o f th ird- party de vice s uppo rt an d co mpatibility is de pe n de n t o n
th e availability o f th ird-party de vice drive rs , wh ich may be s ubje ct to th e
co n tro l o f th e applicable th ird- party de vice man uf acture r.

2 . Th e Cre s tro n X iO Clo ud™ G ate way s o f tware is lice n s e d un de r Cre s tro n ’s
O n - Pre mis e s So f tware L ice n s e an d Main te n an ce A g re e me n t available at
www. cre s tro n . co m/L e g al/s o f tware - pro ducts - o n - pre mis e s - an d-
clo udware /o n - pre mis e s - s o f tware - lice n s e - main te n an ce - ag re e me n t .

3 . Th e X iO Clo ud® s e rvice is lice n s e d un de r Cre s tro n ’s Clo udware L ice n s e
A g re e me n t, available at h ttps : //www. cre s tro n . co m/L e g al/s o f tware -
pro ducts - o n - pre mis e s - an d-clo udware /clo udware - lice n s e - ag re e me n t .

Th is pro duct may be purch as e d f ro m an auth o riz e d Cre s tro n de ale r. To f in d a
de ale r, ple as e co n tact th e Cre s tro n s ale s re pre s e n tative f o r yo ur are a. A lis t o f
s ale s re pre s e n tative s is available o n lin e at
www. cre s tro n . co m/H o w-To -Buy/Fin d-a-R e pre s e n tative o r by callin g
8 55-2 6 3 -8 7 54.

Th e s pe cif ic pate n ts th at co ve r Cre s tro n pro ducts are lis te d o n lin e at
www. cre s tro n . co m/le g al/pate n ts .

Ce rtain Cre s tro n pro ducts co n tain o pe n s o urce s o f tware . Fo r s pe cif ic
in f o rmatio n , vis it www. cre s tro n . co m/o pe n s o urce .

Th is pro duct is lice n s e d un de r Cre s tro n ’s Clo udware L ice n s e A g re e me n t,
available at www. cre s tro n . co m/L e g al/s o f tware - pro ducts - o n - pre mis e s - an d-
clo udware .

Cre s tro n , th e Cre s tro n lo g o , 3 -Se rie s , 3 -Se rie s Co n tro l Sys te m, 4-Se rie s ,
A irMe dia, A via, Cre s tro n Co n n e cte d, Cre s tro n Me rcury, Dig italMe dia, DM, DM
8 G +, DM N VX , DMPS L ite , FlipTo p, in f iN ET EX , an d X iO Clo ud are e ith e r
trade marks o r re g is te re d trade marks o f Cre s tro n Ele ctro n ics , I n c. in th e U n ite d
State s an d/o r o th e r co un trie s . Dan te is e ith e r a trade mark o r re g is te re d
trade mark o f A udin ate Pty L td. in th e U n ite d State s an d/o r o th e r co un trie s .
A ctive Dire cto ry, A z ure , Micro s o f t, Micro s o f t Te ams , an d Po we r BI are e ith e r
trade marks o r re g is te re d trade marks o f Micro s o f t Co rpo ratio n in th e U n ite d
State s an d/o r o th e r co un trie s . Zo o m an d Zo o m R o o ms are e ith e r trade marks o r
re g is te re d trade marks o f Zo o m Vide o Co mmun icatio n s , I n c. in th e U n ite d
State s an d/o r o th e r co un trie s . O th e r trade marks , re g is te re d trade marks , an d
trade n ame s may be us e d in th is do cume n t to re f e r to e ith e r th e e n titie s
claimin g th e marks an d n ame s o r th e ir pro ducts . Cre s tro n dis claims an y
pro prie tary in te re s t in th e marks an d n ame s o f o th e rs . Cre s tro n is n o t
re s po n s ible f o r e rro rs in typo g raph y o r ph o to g raph y.

Spe cif icatio n s are s ubje ct to ch an g e with o ut n o tice .

© 2 0 2 1 Cre s tro n Ele ctro n ics , I n c.
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